MI Cesky metrologicky institut

Certifikat o schvaleni typu méridla
& 0111-CS-C009-19

Revize 1
Cesky metrologicky institut podle zakona o metrologii €. 505/1990 Sb. ve znéni pozdéjsich predpisii
schvaluje
silni¢ni rychlomér
typ UnicamSPEED-R

pfi dodrzeni technickych daji a podminek, uvedenych v piiloze tohoto certifikatu.
Tato revize nahrazuje v pIném znéni viechny piedchozi verze tohoto schvaleni:

Znacka schvaleni typu: TCM 162/19 - 5632

Zadatel: CAMEA Technology, a.s.
Korenského 1664/25
621 00 Brno
Ceska republika
IC: 06230831

Vyrobce: CAMEA, spol. s r.o.
Ceska republika

Platnost do: 14. bi¥ezna 2029

Pouéeni o odvolini

Proti tomuto certifikatu Ize do 15 dnii od jeho doruceni podat u Ceského metrologického institutu odvolani
k Utadu pro technickou normalizaci, metrologii a statni zkusebnictvi.

Popis méridla

Zakladni charakteristiky, schvalené podminky, specialni podminky, vysledky prezkouseni doplnéné o
popisy nakresy a schémata, urCeni mist pro umisténi ufednich zna¢ek jsou dany v protokolu o technické
zkousce, ktery je nedilnou souéasti tohoto certifikatu. Certifikat ma celkem 8 stran.

I 2.

\ RNDr. Pavel Klenovsky
Brno, 21. srpna 2019 ] generalni feditel CMI
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Protokol o technické zkousce

1 Popis méridla

Rychlomér je zaloZen na principu radaru s méfenim radialni rychlosti vozidla, méfenim vzdalenosti a Ghlu
polohy vozidla pomoci LFMCW a FSK modulaéniho principu v pasmu 24,05 GHz a7 24,25 GHz.

Dle dané mistni situace je po prijezdu vozidla mistem méfeni vyhodnocena jeho rychlost uréen jizdni
pruh a pofizen jeden nebo vice dokumenta¢nich snimkii. Na hlavnim dokumentaénim snimku jsou pak
zobrazeny potfebné udaje jako misto, ¢as, zméFena rychlost, dovolena rychlost, smér jizdy, jizdni pruh a
podobné. Snimek miize byt rovnéz doplnén o pomocné tidaje jako napf. soufadnice WGS84 a jiné.

Rychlomér pracuje zcela automaticky, pouze nékteré parametry méfeni lze dalkové ovladat a nastavovat.
Jedna se o tyto parametry: zapnuti/vypnuti méfeni, nastaveni aktudlni maximalni dovolené rychlosti,
hodnoty rychlosti klasifikované jako piestupek.

Vlastni méfeni viak probiha zcela bezobsluzné a nelze jej ovladacimi prvky nikterak ovlivnit.
Technickymi prostiedky a softwarovym zpracovanim jsou vytvofeny podminky, aby nemohlo dojit k
poskozeni fidice, tim, Ze by byla naméfena rychlosti vyssi, nez kterou ve skuteénosti jel. Konstrukce
systému, vnitini logika méficiho procesu a ochranna opatteni také zajistuji, e pokud je rychlomér pouzit
v souladu s provozni dokumentaci, nemize byt indikovana rychlost pfipsana jinému vozidlu.

Rychlomér je konstruovan pro trvalé pouzivani v kteroukoli roéni i denni dobu. Rychlomér je pro potieby
dokumentace prestupkli vybaven kamerovym systémem, ktery miize byt pro pfipad snizené viditelnosti
vybaven osvétlovaci jednotkou.

Kamery a radarové senzory mohou sledovat vozidla pfijizdgjici (detekce predni registraéni znacky) nebo
vozidla odjizd€jici (detekce zadni registraéni znacky).

Rychlomér je mozné provozovat v riznych konfiguracich, priéemz vzdy na jednom misté méfeni mize
byt pouZito vice kamer a vice radarovych senzorti (obr. 1 az 3).

. Skiit UC-CAB — s vybavenim v némz jsou umistény dalsi komponenty. Skiii UC-CAB je tieba
zabezpetit proti neopravnénému vstupu zajidtovaci znatkou, kterd musi byt zajisténa proti
odstranéni nebo se pfi pokusu o odstranéni musi znehodnotit.

o Napajeci zdroj UC-PSU - na obr. 4 je to prvni modul shora.

. Potita¢ UC-CPU - na obr. 4 je to druhy modul shora.

. Switch a router UC-ESU - na obr. 4 je to tieti modul shora.

. Jednotka synchronizace UC-SU - na obr. 4 je to &tvrty modul shora vpravo.

. Ve slozeni mériciho mista je vzdy alespoii jedna kamerova jednotka UC-D2.
. Ve slozeni méficiho mista je vzdy alespoii jedna radarova jednotka XS-SMR.
. Ve vétsiné piipadi je soucasti také pfijima¢ satelitniho ¢asu UC-STU

Volitelnou sou¢asti miize byt jedna nebo vice pfehledovych kamer UC-OVC.
Volitelnym prislusenstvim mize byt osvétlovaci jednotka UC-IRU nebo UC-IRF.

Soucasti instalace mohou byt také jednotky interface s dalsimi pomocnymi zafizenimi, &i pievodniky
komunikaénich médii.
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Obr. 1 Konfigurace v misté méfeni — minimaln{ varianta

Obr. 2 Konfigurace v misté méfeni — obousmérna vicepruhova varianta
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Obr. 3 Konfigurace v misté¢ méfeni — distribuovana varianta
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Obr. 4 Sestava komponent ve skfini UC-CAB zafizeni UnicamSPEED-R
(UC-PSU, UC-CPU, UC-ESU, UC-SIU, UC-SU)
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Obr. 5 Hlavni dokumentaéni snimek vozidla
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Vystupem je prestupkovy dokument generovany aplikaci Violator. Jedna se o elektronicky dokument
obsahujici snimek vozidla véetné identifikace mista, asového razitka, naméfené rychlosti s jednotkou,
maximalni dovolené rychlosti jednotkou, sméru jizdy, jizdniho pruhu, oznaceni rychloméru a jeho
vyrobniho &isla (obr. 5).

Hlavni dokumentaéni snimek méfeného vozidla miize byt doplnén o sekvenéni snimky, snimky vozidla
v Case mefeni, detail registratni znacky, detail oblieje fidice, prehledovym snimkem &i videem. Nékteré
Casti snimku mohou byt zakryty.

Prestupkové dokumenty jsou chranény elektronickym podpisem metodou SHA256 + RSA 2048.

Pfestupkové dokumenty jsou uloZeny na datovém médiu umisténém v rychloméru. Odtud jsou nasledné
P J J
prenaseny na servery shromazd'ujicimi a zpracovavajicimi data pomoci zabezpeceného FTP pfenosu.

Pfi na¢itani dokumentu aplikaci UnicamPen je provadéna kontrola elektronického podpisu. V piipadé, ze
je detekovana chyba v integrité prestupku &i pfi naditani dojde k jiné chybé, je aplikaci zobrazena
pfislusna chybova hlaska.

1‘

bt s L;_ 3

Obr. 6 Instalace snimace a kamery na sloupu vefejného osvétleni

2 Software

Vesker¢ programové vybaveni je nainstalovano v jednotce UC-CPU. Jejim zakladem Jje operaéni systém
Microsoft Windows 10 64 bit.

Pfistup do vypocetnich jednotek je chréanén systémem odstupiiovanych uzivatelskych prav se jmény a
hesly, a to jak vstup do operaéniho systému, tak vzdaleny pistup i sitové udaje.

Jednotlivé softwarové moduly Detector2, Violator, UnicamPen jsou chranény kontrolnim souétem
pomoci algoritmu HMAC-MDS, pfi¢emz ovéfeni kontrolniho souctu probiha pfi spusténi aplikace.
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Aplikace Xerxes a jeji moduly jsou zabezpeCeny digitalnim podpisem CodeSigning certifikitem s
kontrolnim souétem podepisovanych dat pomoci algoritmu SHA256. Pii startu aplikace jsou kontrolni
soucet i digitalni podpis ovéfovany. Pokud se neshoduji, dany modul neni naéten do paméti a nemiize
vykonavat svoji funkci, takZe ¢innost aplikace neni mozna.

Legalné relevantni parametry jsou chranény kontrolnim souétem. Jejich zmény jsou logovany do
aplikacniho logu presouvaného do archivu servisni organizace a zarovei do specialniho logu, ktery neni
ze zafizeni odstraiovan. Kontrolni souéty jsou ovéfovany pfi startu daného modulu a v piipadé neshody
je méfeni zablokovano.

Softwarové moduly:

* Detector2: aplikace, ktera slouzi ke spravé kamer UC-D2, k zpracovéni jimi produkovanych
obrazovych dat, k detekci registraénich znacek a pfecteni jejich textové podoby.

» Xerxes: aplikace skladajici se z nékolika modul:

- SpeedR: pfijimd a zpracovava data z radarového senzoru, vyhodnocuje rychlost
jednotlivych vozidel a kompletuje informace o prestupku

- Dataport: na vyzadani poskytuje snimky z diskového tlozite

- DScamGrabber (volitelny modul): zajidt'uje ukladani snimka z piehledovych kamer

* Violator: aplikace, ktera na zaklad¢ informace o vzniklém prestupku, shromazdi obrazova data
prestupku a vytvoii pfestupkovy dokument typu *.offence a opatfi ho elektronickym podpisem.
Tento dokument je nasledné automaticky prenesen na datové tlozité.

* UnicamPen: aplikace slouZici pro prohlizeni, zpracovéani a tisku prestupkovych dokumenti na
vyhodnocovacim pracovisti.

Dal3i uZivatelska rozhrani rychloméru:

* aplikace Console: slouzi pro nastavovani parametr rychloméru (limitii rychlosti a toleranci) na
pracoviSti obsluhy (uZivatele), k zapnuti/vypnuti méfeni rychloméru a umoziiuje stazeni
prestupkovych dokumenti *.offence pro feSeni piestupkii na misté.

* digitalni vstupy: slouZi pro nastaveni aktualnich limitd rychlosti z nadfazeného systému v piipadé
proménného dopravniho znaceni

SW modul Verze Kontrolni soucet
Detector2 7.57.0.0 61d434ecc275948cd9b679332¢1cddeb
Violator 3.47.0.0 853a28e40ad6111fc2534a2e8984d36da

UnicamPen 7.73.0.0 268a2dc319d5446e52325e8aeef49f7d
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SW Modul Legalné relevantni knihovna | Kontrolni soucet
Xerxes XerxesDriver.dll 23EOEAA71A7BCOE11CFBD56EDA2FA1BC3
CBB84E18F2071729BC71215D3EF09DBB
SpeedR XDevUMRROA.dII CE17C83BE395B39694B1A2DDF95660801D80
CA26 AAESFS8EE804249780BD9D6CS
XDevUMRROC.dI1 A6387122739B66117A8B738844E48A95E2D2
D32AD95EC94F63D5480F959F7EFA
XProcUMRR.dII B18E922A98C90BCE9ABI9D94EC97A34B3FEF
2F017B2024D7C0D77532CE64511DF
XMessSpeedR.dll 6B1E4ECFBF4260F AF56394C3FA7F6AFF5E48
4389B9D29212A017AA5493F68B39
XComChannels2.dll 8AB9A9AOFF462051 A202F30E0C47387894EC
CB930DEE4D6F73B96FAC438BF243
Dataport XMessDataPort.dll 08C6A045BACS5D91F9B1285C6A480DDC1AA
48BBA7F2EBE200BOCF43DFODC46E1 A
XComChannels2.dll 8ABY9A9AOFF462051A202F30E0C47387894EC
CB930DEE4D6F73B96FAC438BF243
DScamGrabber XDevRtspCamAxis.dll 472279FD7C6C32F63D6080SEAD4BFB0923D
(volitelny modul) A618947426F5E5B04340C8580406F
XProcCamealmageBuffer.dll | 9C49285E090A0354E7AC04AD5F5CCDF5CE7
4F0C462CA2D8DC210671 E84A5SE19A
XMessDSCamGrabber.dll CI16F73EFEC35FEB99CC87E7A79134F1B3F0
AEB66F0898231448C40DC48D0A13E
XComChannels2.dll 8AB9A9AOFF462051A202F30E0C47387894EC
CB930DEE4D6F73B96FAC438BF243

3 Zakladni metrologické charakteristiky

Rozsah méreni rychlosti 20 km/h az 250 km/h

Nejvétsi dovolené chyby +3 km/ do 100 km/h

+3% nad 100 km/h

Rozsah provoznich teplot -40°C az +55°C

Rozsah skladovacich teplot -40°C az +70°C
Jmenovité napajeci napéti 210 VACaz240V AC
Zplsob startu méfeni automaticky

o

Zpisob méfeni stacionarni

Epsky
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4 Udaje na méFidle

oo

Hlavni celky a dily silniéniho méFice rychlosti musi nést identifikaéni Stitky s témito udaji:

typ UnicamSPEED-R

vyrobni &islo

vyrobce CAMEA, spol. s. 0.

znacka schvaleni TCM 162/19 - 5632
5 Zkouska

Technické posouzeni bylo provedeno na zakladé Opatfeni obecné povahy ¢. 0111-O0P-C005-09, kterym
se stanovuji metrologické a technické pozadavky na stanovena méfidla, véetné metod Jjejich zkouseni pfi
schvalovani typu a ovéfovani stanovenych méfidel: silniéni rychloméry pouzivané pii kontrole
dodrzovani pravidel silni¢niho provozu“. Tento dokument vydal Cesky metrologicky institut (CMI) s
a¢innosti od 3. 6. 2010.

Rychlomér typu UnicamSPEED-R je schopen plnit funkei silniéniho rychloméru pouzivaného pii
kontrole dodrzovani pravidel silniéniho provozu

6 Ovéreni

Rychlomér se ovéfuje v souladu s metrologickym piedpisem CMI &. 812-MP-C215 .-Metodicky postup
pfi ove&fovani tsekovych rychloméri®. Po aspésné vykonanych metrologickych zkouskach se vystavi
overovaci list.

7 Doba platnosti ovéFeni

Doba platnosti ovéfeni je stanovena pislusnou vyhlaskou MPO.




\Vam Cesky metrologicky institut

Type Approval Certificate
No. 0111-CS-A009-19

Revision 1
Czech Metrology in accordance with the Law of metrology No. 505/1990 Coll. as amended

approved

speedometer
type UnicamSPEED-R

under observation of technical data referred to in Annex of this Certificate.
This revision replaces all previous versions in full wording.

Type approval mark: TCM 162/19 - 5632

Applicant: CAMEA Technology, a.s.
Korenského 1664/25
621 00 Brno
Czech Republic
ID: 06230831

Manufacturer: CAMEA, spol. s r.o.
Czech Republic

Valid until: 14 March 2029

Information on judicial remedies:
The judicial remedies against this decision are available to the applicant through Czech Metrology

Institute to Czech Office for Standardization, Metrology and Testing within 15 days since the receipt of
this Certificate.

Description:
Essential characteristic, approved conditions special conditions, examination results including technical

drawings and schemas are set out in the technical test report appertaining to this certificate. The certificate
comprises the front page and the technical test report. Certificate has 8§ pages.

W3

7h Dr. Pavel Klenovsky
Brmo, 21 August 2019 ; Director General
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Technical test report

1 Measuring device description

Speedometer UnicamSPEED-R is based on radar principle, measuring radial speed, distance and angle of
position of a vehicle using LFMCW and FSK modulation principle in range from 24.05 GHz to 24.25

GHz.

After passing of measured vehicle its speed is measured, lane and one or more documentary snapshots are
taken. There are displayed needed data as place, time and date, measured speed, limit speed, driving
direction, lane etc. on main offence snapshot. WGS84 coordinates and others can be added.

The speedometer works completely in automatic mode. Only some measurement parameters can be set up
remotely — enable/disable measuring, setting up of actual speed limit and threshold for generating
documentary snapshots.

The measuring itself runs only in automatic mode and it is not possible to influence it with control tools. It
is secured with technical and software tools that driver cannot be violated by measuring higher speed. It is
also secured that measured speed cannot be assigned to another vehicle.

The speedometer is designed for permanent use at any time of year and day. For speed documentation
purposes, the speedometer is equipped with a camera that can be equipped with a lighting unit in case of
reduced visibility.

Cameras and radar sensors can monitor vehicles arriving (front license plate detection) or vehicles
departing (rear license plate detection).

The speedometer can be operated in a variety of configurations, with multiple cameras and multiple radar
sensors at the same location (Fig. 1 to 3)

® Case UC-CAB - The UC-CAB must be secured against unauthorized entry by a security mark that
must be secured against removal or must be destroyed in an attempted removal in different
configurations, with multiple cameras and multiple radar sensors at the same measurement site

® Power supply UC-PSU - the first module from above in F ig. 4

e Computer UC-CPU - the second module from above in Fig. 4

¢ Switch and router UC-ESU - the third module from above in F ig. 4

e Synchronisation unit UC-SU - the fourth module from above right position in Fig. 4
® There is at least one camera unit UC-D2 in the measuring site.

e There is at least one radar unit XS-SMR in the measuring site.

* In most cases, a satellite time receiver UC-STU is also included.

An optional component may be one or more UC-OVC surveillance cameras.
The optional accessory may be a UC-IRU or UC-IRF lighting unit.

The installation may also include interface units with other auxiliary devices or communication media
converters,
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¥ Fig. 2 Configuration at measuring site — two-way multi-lane variant
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Fig. 3 Configuration at measuring site — distributed variant
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Fig. 4 Assembly of components in cabinet UC-CAB of speedometer UnicamSPEED-R
(UC-PSU, UC-CPU, UC-ESU, UC-SIU, UC-SU)
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The output is a violation document generated by application Violator. It is an electronic document
containing a vehicle image including location identification, timestamp, speed measured with the unit,
maximum speed allowed with the unit, driving direction, lane, speedometer identification and serial
number (Fig. 5).

The main documentary image of the measured vehicle can be supplemented with sequential images,
vehicle images at the time of measurement, license plate detail, driver's face detail, overview image or
video. Some parts of the image may be obscured.

Offense documents are protected by an electronic signature method SHA256 + RSA 2048.

Offense documents are stored on a data medium located in the speedometer. From there, they are
transferred to servers that collect and process data using secure FTP transfer.

When a document is loaded by application UnicamPen, an electronic signature check is performed. If an
error in the integrity of the offense is detected or another error occurs while loading, the application
displays the corresponding error message.

Fig. 6 Installation of a sensor and a camera on a lamp post

2 Software

All software is installed in the UC-CPU. It is based on the operating system Microsoft Windows 10 64 bit.

Access to the computing units is protected by a system of graduated user rights with names and
passwords, both access to the operating system, remote access and network data.

The individual software modules Detector2, Violator, UnicamPen are protected by a checksum using the
HMAC-MDs algorithm, the checksum is validated when the application is started.

The Xerxes application and its modules are secured by digitally signing a CodeSigning certificate with a
checksum of signed data using the SHA256 algorithm. When starting the application, the checksum and
digital signature are verified. If they do not match, the module is not loaded into memory and cannot
perform its function, so application operation is not possible. P

NOTI A,
o\ed C‘u.,\
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Legally relevant parameters are protected by a checksum. Their changes are logged to the application log
transferred to the service organization's archive and also to a special log that is not removed from the
device. The checksums are verified at the start of the module andin case of non-compliance the
measurement is blocked.

Software modules:

Detector2: An application that manages UC-D2 cameras, processes image data produced by them,
detects license plates and reads their text.

Xerxes: An application consisting of several modules:

- SpeedR: It receives and processes data from the radar sensor, evaluates the speed of
individual vehicles and completes information on the offense

- Dataport: provides on-demand images from disk storage
- DScamGrabber (optional module): provides storage of images from surveillance cameras

Violator: application, which, based on information about the offense, collects the image data of
the offense and creates the offense document of type * .offence and affixes it with an electronic
signature. This document is then automatically transferred to the data repository.

UnicamPen: applications used for viewing, processing and printing offense documents at the
evaluation workplace.

Other speedometer user interfaces:

application Console: It is used to set the speedometer parameters (speed and tolerance limits) at
the operator's workplace (user), to turn the speedometer measurement on / off and to download
offense documents *.offence to be used right on spot

digital inputs: are used to set the current speed limits from the superior system in case of variable
traffic signs.

SW module Version Checksum

Detector2 7.57.0.0 61d434ecc275948cd9b679332¢1cdde6
Violator 3.47.0.0 853a28e40ad611fc2534a2e8984d36da
UnicamPen 7.73.0.0 268a2dc319d5446€52325e8acef4917d
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SW Module Legal relevant library Checksum
23EOEAA71A7BCOE11CFBDS6EDA2FAIBC3C
Xerxes XerxesDriver.dll
B84E18F2071729BC71215D3EF09DBR
CE17C83BE395B39694B1 A2DDF95660801D80OC
SpeedR XDevUMRROA.dll
A26 AAESF8EE804249780BD9D6CS
A6387122739B66117A8B738844E48 A95E2D2D3
XDevUMRROC.dll
2ADI95SEC94F63D5480F959F7EFA
B18E922A98C90BCEYABID94EC97A34B3FEF?
XProcUMRR.dIl
F017B2024D7C0D77532CE64511DF
6B1E4ECFBF4260FAF56394C3FATF6 AFF5E484
XMessSpeedR.dll
389B9D29212A017AA5493F68B39
8ABY9AYAOFF462051A202F30E0C47387894ECC
XComChannels2.dll
B930DEE4D6F73B96FAC438BF243
08C6A045BACS5D91F9B1285C6A480DDC1AA48
Dataport XMessDataPort.dll
BBA7F2EBE200BOCF43DFODC46E1 A
8ABY9A9AOFF462051A202F30E0C47387894ECC
XComChannels2.dll
B930DEE4D6F73B96FAC438BF243
472279FD7C6C32F63D6080SEAD4BFB0923DA6
DScamGrabber XDevRtspCamAxis.dll
) 18947426F5E5B04340C8580406F
(optional module)
9C49285E090A0354E7AC04ADSF5CCDF5CF74F
XProcCamealmageBuffer.dll
0C462CA2DSDC210671E84ASE19A
C16F73EFEC35FEB99CC87E7A79134F 1 B3FOAE
XMessDSCamGrabber.dll
866F0898231448C40DC48D0A13E
8AB9A9AOFF462051A202F30E0C47387894ECC
XComChannels2.dll
B930DEE4D6F73B96FAC438BF243

3 Basic metrological characteristics

Speed measuring range

20 km/h to 250 km/h

MPE

+3 km/ below 100 km/h
+£3% above 100 km/h

Working temperature range

-40°C to +55°C

Storage temperature range

-40°C to +70°C

Nominal supply voltage

210 VAC 10240V AC

Measurement start method

automaticaly

Measurement method

stacionary
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4 Data on the speedometer

The main components and parts of the road speedometer shall bear identification plates bearing these
particulars:

type name UnicamSPEED-R

serial number

manufacturer CAMEA, spol.sr. o.

approval mark TCM 162/19 - 5632

S Technical and metrological tests

Technical assessment was performed on the basis of General measure number 0111-O0P-C005-09 issued
by the Czech Metrology Institute.

All performed tests proved, that speedometer type UnicamSPEED-R can be used as speedometer for speed
limit enforcement with instantaneous image recording.

6 Verification

The speedometer shall be verified in accordance with the CMI metrological regulation no. 812-MP-C215
~Metodicky postup pii ovéfovani asekovych rychloméri“ After the metrological tests have been
successfully completed, a certificate of verification is issued.

7 Verification period

Verification period is determined in decree of Ministry of Industry and Trade.




